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By Frank S. Goldstein, Esq. and Zasha M. Rodriguez, Esq.

   “I beseech you to help me obtain a sum of 480,000 dollars I 
have in America … by paying to the Registrar of the Court the 
expenses of my trial, and … as a reward, I will give up to you the 
third part viz. 160,000 dollars.”

   Sound like a scam? 

   It is. A classic Advance Fee Fraud, but one that likely is older than 
anyone reading this article, and one with international tentacles.

   Think this is so obvious it would never work? Think again. Why 

do you suppose we still continue receiving dozens of similar scam 
emails today – if not more? It may surprise you to learn scams such 
as this were known to receive as much as a 20% response rate in 
the 19th century. That means one in every five people who read 
the letter replied, potentially making the scam quite profitable.

   The fraud outlined at the beginning of this article took place 
in London in April 1914, but its roots probably date back to 
the 18th century. What today we refer to as a Nigerian scam 
letter (so-named because the latest incarnation appears to have 
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“News travels fast on the Internet and 
people very often hear about these 
scams before the fraudsters reach 
out to them.”

originated there) sounds very similar to a swindle that, back 
then, was known as a “Spanish Prisoner Letter.” 

   Before that, in the early 18th century – possibly even before 
America was born, French prisoners would swindle unsuspecting 
persons of wealth by claiming to be the valet of a marquis who 
had to hide his wealth while emigrating to avoid thieves. Then, 
arrested without passports, they face years in jail unless the 
recipients will help them get out of prison. In return, the marquis 
will share the buried money.

   These so-called “letters from Jerusalem” were among the earliest 
recorded advance fee frauds. Yes, fraudsters were preying upon 
the gullible even before America won its independence…and 
probably long before that. 

   By whatever name is used, the scams follow a tried-and-true 
formula that has been effective for 200 years or more: a person 
in a foreign country has been separated from a huge sum of 
money. Although a stranger, he or she somehow needs your 
help recovering it, in exchange for which, you’ll get a big share 
of the treasure. But, you first must front a certain sum of money 
in order to initiate the process.

   While these frauds are not new, how they are framed and the 
technologies used to perpetrate them have advanced over time. 
And, although Americans often are targets of major global 
scams because of our perceived wealth, by far, we are not the 
only victims.

   Take the Nigerian scam, for 
example. Who in the United 
States has not received some 
form of this letter in which 
a person professes to have 
won a huge sum, or found 
treasure, but can’t claim the 
riches without a U.S. citizen 
to act on her or his behalf, 
and with whom the windfall 
will be shared? 

   Probably no one; or very 
few, at least.

   However, a reporter 
for Mother Jones wrote 
that  most of the Nigerian 
sw i nd lers  who gave 
interviews to her said the 
bulk of their profits were 
made scamming fellow 
Nigerians. Not surprisingly, 
a nation in which the spread of web-based information is not as 
advanced as most of the rest of the world. 

   News travels fast on the Internet and people very often hear 
about these scams before the fraudsters reach out to them. But, 
the fraudsters are smart, and their scams will continuously evolve 
so that victims may not recognize the crime for what it really is.

   And the Internet can be a double-edged sword. Web-based 
fraud has no national boundaries, which usually was the case 
in many older, traditional scams.

   The proliferation of emails and information gathering online 
has been a boon to fraudsters, opening the doors to victims all 

around the globe without the criminals ever having to leave their 
own living room…much less the country. 

   

Not only that, technology has made it much easier for criminals 
to identify and contact potentially profitable marks. Emails, 
for instance, cost virtually nothing. Scammers can send out 
thousands of pleas and, if even one victims bites, they could reap 
tens of thousands of dollars – possibly even millions.

   Worse, catching and prosecuting Internet swindlers is 
complicated by the fact that the criminals are unknown and 
unseen by their victims; they commit crime across borders, 
complicating jurisdictions; and while most individual crimes do 
not warrant the cost of opening a huge, international investigation, 
the aggregated cases may well total in the millions of dollars.

   It’s no mystery, then, why the Internet has emerged as the most 
effective way for criminals to merchandise their scams. And, it’s 
not just the Nigerian Letter scam.

   While the Nigerian Letter may be the number one scam online 
today, it’s far from the only one. Email phishing has become 

very prevalent. In these 
scams, people are tricked 
into clicking on realistic-
looking counterfeit links 
or websites that install 
malware on your computer, 
giving criminals access to 
online bank accounts or 
other sensitive material.

   Fraudsters also are 
running scams on eBay 
and Craig’s List, from 
fake online cars for sale to 
purchasing damaged items 
exactly like those being sold 
online. The criminal then 
keeps the new item while 
returning the “broken” one 
for a refund. 

   When it comes to online 
auction sites such as those, the best advice for persons hoping 
to score a great deal online is to never purchase a major item 
without first being able to personally inspect it. Or have a trusted 
representative examine it for you.

    Even online dating can be filled with pitfalls. 

   So-called romance scammers troll dating sites and social 
networks using fake profiles of alleged U.S. citizens who happen 
to have overseas jobs. When they find a good mark, they often 
quickly “fall in online love,” suggest a meeting when he or she 
is able to travel for a visit, but then they need your financial 
help to get out of a major difficulty in order to complete their 
trip to see you.
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   Beware! Fall for any one of these scams, and your name goes 
right onto a contact list and then you start receiving more emails 
and messages from people in need of your assistance. You’ll 
receive scam after scam from everywhere across the globe until 
taking action to block the email messages. 

   With Internet access, someone in Africa can reach out to anyone 
living here, or in Europe, South America and Asia just as easily 
as a person living on the next block. 

   There are no borders; there are no bounds. Fraud is not uniquely 
“American” – it is a global problem that continues to grow, 
evolve, and take on different appearances. No matter where you 
go around the world, crime – in this case fraud – often pays…
and pays well.

   How do we stop the 
onslaught? Or, at least slow 
its advance?

   A number of organizations 
have been established to 
combat fraud by raising 
global awareness about 
the scams, the threats and 
potential damage they 
pose, and available tools 
for fighting back against 
scammers. One such 
group, the Advance Fee 
Fraud Coalition, focuses 
on lottery hoax scams, 
including ways to identify 
accounts fraudsters use to 
communicate or collect 
payment, a long with 
avenues for securing better 
law enforcement tactics to 
combat fraud.

   By analyzing trends, 
identifying enforcement 
opportunities, leading 
investigations, and, in 
some cases, spearheading 
civil lawsuits, these groups 
have begun taking a more 
proactive role in not just 
repairing the damage global 
fraud causes…but finding ways to improve prevention so fewer 
global citizens are victimized in the first place.

   That’s all well and good. But the battle against fraud also has 
to be a personal fight. People need to become more aware of the 
threats fraud presents, and be vigilant. Steer clear of anything 
that looks like fraud. And, if you do become a scam victim, don’t 
be afraid to admit it. Your life lesson may well be a life-saver for 
the next potential victim.

   Here are some additional steps investigators should encourage 
scam victims to follow:

• Cease all contact with the scammer. Block all emails or messages 
and ignore their phone calls.

• If the scam involved wiring payment – check with the company  
to see if the money has been collected. If not, cancel your payment 
immediately. Also contact your bank’s fraud department to see 
if any checks or money orders you deposited were fraudulent 
and, if so, agree on a plan to rectify the situation.

• Keep everything that could become evidence – from receipts 
and envelopes to copies of your online communications.

• Report the scam to the site on which it originated and the FBI, 
and file a report with your local police department.

• Alert the Post Office not to deliver any packages to you, and 
turn over any checks or money orders you may have received 
from the fraudster when filing a report with postal authorities.

   Taking these steps can 
help resolve an individual 
victim’s predicament and 
make a small step toward 
crimping the scammer’s 
ability to foist new scams 
on them…and others.

   The fight begins with 
education and awareness. 
But, like combatting all 
fraud, it requires a co-
operative, team approach 
– in this case on a global 
scale – if we are to become 
more effective in stifling the 
occurrences of fraud via the 
Internet.

   And, when the next 
technological advance 
comes around, that likely 
wil l become our new 
battleground. Gear up…
and get ready!

Frank S. Goldstein, Esq., is 
the founder and managing 
partner of Goldstein Law 
Group, a premier AV-rated 
law firm concentrating on 
the investigation, detection 
and litigation of fraudulent 
insurance claims. The firm’s 

practice areas include auto, property and healthcare insurance fraud.  
Goldstein concentrates on the civil prosecution of insurance fraud claims 
and defense of insurance matters, including personal-injury protection, 
bodily injury and uninsured/underinsured motorist claims. Goldstein 
was recognized as Insurance Attorney of the Year at the annual Florida 
Insurance Fraud Education Committee (FIFEC) conference in 2013.

Zasha M. Rodriguez, Esq., focuses her practice on the civil defense and 
prosecution of insurance fraud claims, including PIP, first party, third 
party and fraud investigations. Rodriguez has served as an Assistant 
Public Defender in the 17th Circuit Court handling first-degree felonies 
and, in 2010, was honored by the Broward Association of Criminal 
Defense Lawyers with a Hat Trick Award for receiving not guilty 
verdicts in three felony jury trials in a row.

http://www.mydefenselawyers.com/
http://www.mydefenselawyers.com/



